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Your Information Security 

Å !ǎ ǇŀǊǘ ƻŦ ǘƘŜ .aDΩǎ ŎƭƛŜƴǘ ŎŀǊŜΣ ǿŜ ǿƻǳƭŘ ƭƛƪŜ ǘƻ ǎƘŀǊŜ ǿƛǘƘ ȅƻǳ ǎƻƳŜ ǎŜŎǳǊƛǘȅ 
tips to help protect your personal information on your PC.

Å After going through the following slides, you will know more about information 
and privacy protection 

Å Following security tips will enable you to perform more secure online trading



What you should know         
ϜϺϝв РϽЛϦ дϒ ϟϯт̬  

Å ¢ƻŘŀȅΩǎ ¢ŜŎƘƴƻƭƻƎȅ wƛǎƪǎ

Å Know Security Needs

Å Know the necessary actions 

Å йузЧϧЮϜ ϽАϝϷв пЯК РϽЛϧЮϜ

ÅϤϝвнЯЛгЮϜ евϒ ϟЮϝГв ϣТϽЛв

Å       ϣвϾыЮϜ ϤϝϚϜϽϮшϜ ϣТϽЛв

              



Remember Ͻ̮̮Ъ̵ϻ̮̮Ϧ

Å Technology cannot alone get things secured

Å̭сІ ЭЪ ϥЃуЮ еЫЮ дϝвчЮ йЯуЂм йузЧϧЮϜ



РϽЛϦ дϒ ϟϯт You Should Know

Å What is information?     

Å Threats

Å Protection Against Threats

Å Reporting

ÅϤϝвмЯЛвЮϜ ск ϝв̬

ÅϼϝА϶цϜ

ÅϼϝА϶цϜ дв йтϝвϲЮϜ

ÅйϪϸϝϲ ϨмϹϲ Ьϝϲ сТ НЯϡϦ егЮ



̬ϤϝвнЯЛгЮϜ скϝв What Information?

Å Information: Any knowledge that can be communicated regardless of its physical 
form or characteristic

ÅϝкϜнϧϳв мϒ ϝлϧуКнж еК ϽЗзЮϜ ЍПϠ ϝлЯЊϜнϦ еЫгт йТϽЛв рϒ еК иϼϝϡК ϤϝвнЯЛгЮϜ



Threats ϽАϝϷгЮϜ

Å Physical

Å Viruses 

Å Identity Theft

Å Data Corruption / loss

ÅйЛтϠАЮϜ ϼАϝ϶в

ÅϤϝЂмϼтУЮϜ

ÅйтмлЮϜ ϣЦϼЂ

ÅϤϝжϝтϠЮϜ дϜϸЧТ мϒ Ϟтϼ϶Ϧ



PasswordsϽЃЮϜ ϤϝгЯЪ

Å Password is an authentication/ trust
method

Å LǘΩǎthe first defensiveline of info protection

Å LǘΩǎyour IDENTITY

ÅФтϪмϦЮϜ м ФтϸЊϦЯЮ йЯтЂм ск ϼЂЮϜ ϣвЯЪ

ÅϤϝвмЯЛвЮϜ ϣтϝвϲЮ ЬмцϜ ИϝТϸЮϜ А϶ ск м

ÅйтмлЮϜ ϣЦϼЂ

Å ϝлжϖЩϧтнк



Password Tips        ϽЃЮϜ ϤϝгЯЫЮ ϤϝлуϮнϦ

Å5ƻƴΩǘrevealyour passwordto anyone.

ÅMake sure that your password is not
easilyguessed.

Å5ƻƴΩǘusethe samepasswordfor home
andbusinessuse.

Å5ƻƴΩǘwrite down your passwordfor the
world to see.

Å5ƻƴΩǘlet someone see what you are
enteringaspassword.

ÅChange passwordsevery 30 days or
less.

Å)ъ сГЛϦ ϣгЯЪ ϽЃЮϜ рц Ϲϲϒ(

Å)ϹЪϓϦ ев аϹК ϣЮнлЂ еугϷϦ ϣгЯЪ ϽЃЮϜ(

Å)ъ аϹϷϧЃϦ ЁУж ϣгЯЪ ϼмϽгЮϜ сТ ϽϫЪϒ ев 

аϝЗж(

Å)ъ ϟϧЫϦ ϣгЯЪ ϽЃЮϜ(

Å)ъ ШϽϧϦ ϜϹϲϒ ϽЗзт ЩуЮϖ ϥЦм Ьϝ϶ϸϖ ϣгЯЪ 

ϽЃЮϜ(

ÅϽууПϦ ϣгЯЪ ϽЃЮϜ ЭЪ ϽлІ



Making a Strong Password        йтнЦ ϽЂ ϣгЯЪ ЭгК

Bad Passwords

aziz123, 111333, ahmed, 

(user name), DOB, 123456

Strong Passwords

I Joined SPS (at) October 27 Last year!
Password = IJs@o27Ly!



PC Security   ϟЂϝϳЮϜ ϢϿлϮϒ дϝвϒ

Å Password protected screensavers

Å 5ƻƴΩǘ !ƭƭƻǿ {ƘƻǳƭŘŜǊ {ǳǊŦƛƴƎ

Å Update your operating system

Å Logoff when you are done ÅϼЂ ϣвЯЪϠ йвКϸв РЦмϦ ϤϝІϝІ аϸ϶ϦЂϖ

ÅШЯвЛЮ ϼДжт ϸϲϒ ИϸϦ ъ

Å ϨтϸϲϦϼϜϼвϦЂϝϠ ЬтПІϦЮϜ аϝДж

ÅаϝДжЮϜ Ьм϶ϸ дв ̭ϝлϦжшϜ ϸжК Ϭмϼ϶ЮϜ ЬтϮЂϦ дв ϸЪϓϦ


